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Document Hub

Multi-User Secure Access to Intranet Server Volumes

HELIOS

HELIOS Document Hub is the leading
solution for businesses that need to
securely integrate mobile devices into
corporate networks of any size. It
enables authorized users to access, pre-
sent, and work with documents stored
on intranet file servers — both online and
offline. Built-in file synchronization keeps
server files automatically up to date on
mobile devices while fully enforcing
enterprise file server security.

HELIOS WebShare provides the under-
lying server infrastructure that securely
exposes defined file server data to
Document Hub users. Intranet users
continue to access data via native file
server volumes, remote WebShare users
can connect through a standard web
browser, and Document Hub users have
native app access.

Easy Remote File Access

Mobile users need only login credentials
to reach published server sharepoints.
Access is controlled by username, group
membership, and the server’s native file
system permissions. All app settings and
defaults are centrally defined on the
server for every mobile user.

Document Hub works seamlessly with
other apps: it can open documents in
third-party applications or receive docu-
ments from them. It also supports page
and image presentation, printing, and
forwarding via e-mail.

File Synchronization

Files and folders specified by the server
are automatically updated on all devices
for reliable offline use. Transfers are
highly optimized - parallel, compressed,
streamed, and resumable.

High Security

A two-tier architecture protects the net-
work. The WebShare Web Server han-
dles all Internet communication on a
separate machine, ensuring the main file
server is never exposed. Server file
system security is enforced according to
each user’s credentials. Offline access
requires a password that is verified
against the server password. A detailed
audit trail logs every user action.

Smart Ideas for Better Networking.

Features & Benefits

App Features

m Work offline with server documents

m Browse, preview, and transfer files to/
from intranet server volumes

B Present documents and images

m Spotlight search of server content

m Open documents in other apps

B Receive documents from other apps

B Print documents

B Forward documents via e-mail

B Server-generated document previews

File Synchronization
m Server specified files and folders
m Compressed and resumable transfers

Security

m RSA login and HTTPS

B Authentication and file permissions
enforced by the server OS

B Password required for offline use

m No cloud, no VPN, no direct access

Flexibility

m Supports all major server platforms
m Native app for iOS and Android

H App source code available



System Requirements

WebShare File Server

B Linux, Solaris, Windows, macOS
Details: www.helios.de/platforms

H 32 MB RAM + 10 MB per device

B Licensed per WebShare File Server

Product Highlights
Server Installation

B Easy, menu-driven setup
B Easy administration

Client Installation

m Download from the App Store or Goo-
gle Play

m Quick setup: username, password,
and server address

Access Permissions

Native OS authentication and permis-
sions apply. Additional options:

m Users/groups per sharepoint

B Preview/upload/download rights

B Access notifications

Hm Device ID restrictions

m Login scripts (IP, location, etc.)

Intelligent HTTP/XML Protocol

All communication between the app and
server uses optimized HTTP/XML
requests:

m RSA-encrypted login

B Compressed file transfers

B Resumable uploads and downloads
B Server-side preview generation (low-
resolution icons and quick previews)
Fast directory browsing

B Streaming upload and download
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Document Hub

m iOS 10.3 or later

B Android 4.1 or later

m 1 MB app storage

m Offline data size per user needs

App Source Code

Customers, integrators, and media com-

panies can build fully customized solu-

tions. The complete app source code is
available to WebShare customers under

NDA. Benefits include:

m 100 % source code access

B Faster time-to-market

B Significant development cost savings

B No per-view, per-content, or per-issue

charges

No per-app fees

Content remains on the customer’s

own WebShare server (no HELIOS

hosting)

B Leverages HELIOS WebShare capa-
bilities: PDF rendering, image proc-
essing, color management, authenti-
cation, Zip streaming, hot folder auto-
mation, and more

m Intelligent local caching of files, fold-
ers, documents, and previews

Gallery and preview views

Documents and images can be browsed
in list, gallery, or preview modes. Individ-
ual images and PDFs support zoom lev-
els of 50 %, 100 %, 200 %, and beyond.
Preview and gallery views are optimized
to use server-side color rendering and
transfer only the data required for the
current mobile display.

HELIOS WebShare and Base Benefits
Document Hub is built on HELIOS Web-
Share and HELIOS Base. Learn more at
www.helios.de/products.

Both the WebShare File Server and
WebShare Web Server utilize HELIOS
Base, which provides core technologies
including server fail safety, Unicode sup-
port, networking, and more.

Flexible Licensing Scheme

The WebShare File Server license is tied
to a specific server and a defined num-
ber of users. Base licenses are available
for 10 or 30 users. Expansions are
offered in increments of 10 or 50 users.
From 60 users upward the license
becomes unlimited. Optional mainte-
nance agreements include Software
Upgrade Service and cold-spare
licenses.

More details on the HELIOS website: www.helios.de/web/EN/products/start.html
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